IHHAMATKA
JIJIS1 OBYUAIOIIUXCSI Ob UH®OPMALIMOHHOM BE3OIACHOCTHU JETEH

HEJIb35

1. BceM mompsin cooOIIaTh CBOIO YAaCTHYIO MH(pOpMAIHIO (HACTOSIIME UM, (paMIIIHIO, Tele(OH, aJpec, HOMEp IIKOJbI, a TaKKe
¢dhororpaduu cBoM, CBOEH ceMbH U Apy3eh);

2. OTKpBIBaTh BIOXKEHHBIE (hailsIbl S7IEKTPOHHON MOYTHI, KOTJa HE 3HACIIb OTIIPABUTEIIS;

3. 'pyOuth, npuaupaThcs, OKa3blBaTh AABICHHUE - BECTH Ce0sl HEBEXKIIMBO U aTrPECCUBHO;

4. He pacniopspkaiicsi IeHbraMu TBOEH ceMbH 0e3 pa3pelleHns CTapIlnX - BCEra CpaiuBail poauTenei;

5. He Bcrpeuaiics ¢ IHTepHET-3HAKOMBIMU B PEaJIbHOM KU3HU - IIOCOBETYHCSI CO B3POCIIBIM, KOTOPOMY [1OBEPSEIIb.

OCTOPO’KHO

1. He Bce mumryt npasny. UuTtaens o cede Henmpapmy B IHTepHETe - cOO0IIM 00 5TOM CBOMM POAMTENSIM MM OIEKYHaM;
2. IlpurianaroT MepenrchIBaThCs, UTPAaTh, 0OMEHUBATHCS - IPOBEPD, HET JIU MOJIBOXA;

3. HezakonHOe KomupoBaHue (aiinos B IHTEpHETE - BOPOBCTBO;

4. Beerna pacckasbiBail B3pocibIM O TIpo0IeMax B CETH - OHH BCETia TIOMOTYT;

5. Mcnionp3yit HaCTPOMKH O€30MacCHOCTH U IIPHUBATHOCTH, YTOOBI HE MTOTEPSATH CBOU aKKAyHTHI B COLICETSAX U IPYTUX MOpTaax.

MO?KHO

1. YBaxaii Ipyrux mojab30BaTeNeH;

2. Tlons3yemibess UHTEPHET-UCTOYHUKOM - JIefail CChUIKY Ha HETO;

3. OTKpBIBall TOIBKO T€ CCHUIKH, B KOTOPHIX YBEPEH;

4. OOmaThCs 32 TOMOIIBIO B3POCIBIM - POJUTEINH, OIIEKYHBI M aIMUHHUCTPAIIHS CAUTOB BCET/IA IIOMOTYT;

5. [poiimu oOyueHne Ha caiite "CeTeBHYOK" U MOIYyYH NACIOPT MU(PPOBOro rpakIaHiHA!

NHO®OPMAILIMOHHAASA ITAMATKA
JJIAA OB YUAIOIIIUXCA

C KaXIBIM TOAOM MOJOAEKH B MHTEPHETE CTAHOBUTHCS OOJBINE, a ITKOJBHUKH OTHH M3 CAMBIX aKTHBHBIX IONB30BatTeneil Pynera.
Mexny TeM, TOMAMO OIPOMHOTO KOJMYECTBa BO3MOXKHOCTEH, MHTEPHET HECET W MpoOIeMBl. DTa MaMsATKa AOJDKHA ITOMOYb TeOe

0€30I1aCHO HAXOIUTHCS B CETH.

KoMmnbroTepHbIie BUPYChI

KoMmbroTepHbIil BHpPYC - 3TO Pa3sHOBHAHOCTh KOMITBIOTEPHBIX IIPOrpaMM, OTIHMYUTEIBHOH OCOOCHHOCTBIO KOTOPOU SIBIISIETCS
CIOCOOHOCTh K Pa3MHOXEHHUIO. B IOMomHeHrne K 3TOMY, BUPYCHI MOTYT MOBPEOWTH WIIM MONHOCTHIO YHHUYTOXHTH BCE (hAMIBl U
TTAHHBIE, TIOAKOHTPOIEHBIE MOIH30BATENI0, OT HMEHH KOTOPOro ObLIa 3aIlylIeHa 3apa)KeHHas MporpaMMa, a Takke HOBPEIHUTH WA
JTaske YHHYTOXKUTH OMEPAITMOHHYIO CHCTEMY CO BCEMH (paiiyiaMy B IEIOM. B OONBIIMHCTBE CIIy4aeB pacIpOCTPaHsIOTCS BUPYCH 4epe3
HWHTEPHET.

MeTozpl 3a1IUTEI OT BPEJOHOCHBIX TPOrPaMM:

1. HCHOJ’IB3yﬁ COBPEMCHHBIC ONICPALITMOHHBIC CUCTEMbI, UMCIOIIIUEC cepbesHmﬁ YPOBEHB 3allIUThI OT BPEAOHOCHBIX IMTPOTrpaMM;



2. IlocrossHHO ycTaHaBmuBai NauyTH (UMU(POBBIC 3aIUIATKH, KOTOPHIE ABTOMATHYECKH YCTAHABIUBAIOTCA C IENBIO JOPabOTKU
MPOrpaMMBbl) U JPYTUe OOHOBIICHHS CBOCH ONEpaIiMOHHON crcTeMbl. CKaunBai MX TONBKO ¢ OpHUIMANBHOrO caiita paspaboranka OC.
Ecnu cymiecTByeT pexuM aBTOMaTHYECKOr0 OOHOBJICHHUS, BKIIOUH €r0;

3. PaboTaii Ha CBOeM KOMIIBIOTEPE IO TPABaMU MOJIH30BATENS, a HE aIMHHUACTPATOPa. ITO HE TIO3BOIHUT OOJBIIMHCTBY BPEIOHOCHBIX
MPOrpaMM MHCTAJUIMPOBATHCS HA TBOEM MEPCOHAIIBHOM KOMIIBIOTEPE;

4. Ucnonp3yit aHTUBUPYCHBIE TIPOrpaMMHBIE TPOLYKThI U3BECTHBIX MTPOU3BOJUTENEH, C aBTOMATHYECKIUM OOHOBJICHHEM 0a3;

5. Orpannyb GU3NYECKUN AOCTYI K KOMIBIOTEPY AJIsl TOCTOPOHHUX JIMIL;

6. Hcnonb3yil BHEIIHHWE HOCUTENW HMH(OpMaIuu, Takue Kak Quienka, AMCK Wik (aill U3 WHTEpHeTa, TOIBKO M3 IPOBEPEHHBIX
HCTOYHHUKOB;

7. He oTkpbiBaii KOMIbIOTEpHBIE (haiiibl, TIOXy4YEHHBIE U3 HEHAIEKHBIX MCTOUYHUKOB. Jlaxke Te (ailyibl, KOTOpbIE MpHUCIal TBOU

3HAKOMBIH. JIydirie yTouHu y Hero, OTIPaBIIsUI JIU OH TeOe HX.

Cern WI-FI

Wi-Fi - 3T0 He Buj mepemayd JaHHBIX, HE TEXHOJOTHS, a BCEro JUIb Opens, Mapka. Eme B 1991 romy HumepiaaHIcKas KOMIAHUS
3apeructpupoBana OpeHn "WECA", dro o6o3Hawano cnoBocouetanue "Wireless Fidelity", koTopplii TiepeBOOUTCS Kak
"GecrpoBOIHAS TOYHOCTH .

Jlo Hamero BpeMeHH JOmIIa Apyras abOpeBuaTypa, KOTopas SBISIETCS TaKoW ke TexHomorue. Ito adbopesmarypa "Wi-Fi". Taxoe
Ha3BaHME OBLIO IaHO C HAMEKOM Ha CTaHIapT BhICIIEH 3ByKoBOi TexHuku Hi-Fi, 4To B mepeBose 03HadaeT "BHICOKasi TOYHOCTS .

Ja, OecrutaTHBIM MHTEPHET-IOCTYI B Kade, OTeNsIX M aj’poroprax SIBISETCS OTIMYHOW BO3MOXKHOCTBIO BBIXOZHA B MHTepHeT. Ho
MHOTHE 3KCIIEPTHI CIUTAIOT, 4To obuienocTynHble Wi-Fi ceTn He sIBISIOTCS 6€30M1aCHBIMH.

CoBeThl 110 6e30MMaCHOCTH PabOThI B 0OIIEAOCTYITHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoro jmuHyro mHopMaiuio yepe3 odmenocrynasie Wi-Fi cetn. PaboTast B HEX, *KelaTelbHO HE BBOIUTH MapOIH
JOCTYIIA, JIOTUHBI U KaKHe-TO HOMEpa;

2. Ucnonp3yii 1 OOHOBJISI aHTUBUPYCHBIE TPOrpaMMBbI U OpaHaMayep. TeM caMbIM ThI 00€30IacHIIIb ce0sl OT 3aKaUKKU BUPYCa Ha TBOE
YCTPOMCTBO;

3. IIpu ucnonb3oBanuu Wi-Fi otkimoun ¢yHkmmto "OOmmid goctynm kK dainmam u npuHTepam”. JlaHHas (QyHKIUS 3aKphITa 1O
YMOIYaHHUIO, OTHAKO HEKOTOPHIE TIOJIF30BATENN aKTHBUPYIOT €€ s yA0OCTBa UCIIONB30BaHUS B paboTe MiIH yueoe;

4. He ucnione3yit nmyommanasii WI-FI a1 nepemayun JIMYHBIX JaAHHBIX, HATPUMED IS BBIXO/A B COMAIBHBIC CETH MU B DIICKTPOHHYIO
MO4TY;

5. Wicionb3y# TonbKo 3ammmiennoe coequaenne yepes HTTPS, a ve HTTP, T.e. mpu Habope BeO-aapeca BBoau uMeHHO "https:/";

6. B mobOuiapHOM Tenedone otkiroun (yHkuio "llomkmrouenne k Wi-Fi aBTromaTtnuecku". He mommyckaili aBTOMaTHYeCKOrO

MTOJIKITFOYEHHUS yCTpoicTBa K ceTsaM Wi-Fi 6e3 TBoero coryacusi.

ConuajbHbBIE CeTH

ComunanpHble CeTH aKTUBHO BXOISIT B HANly JXH3Hb, MHOTHE JIIOOM pabOTaroT W JKUBYT TaM IOCTOSHHO, a B Facebook yxke
3aperuCTPUPOBAH MHJUIHAP YEJIOBEK, YTO SIBISICTCS OJHOM CEIbMOI BCEX JKUTENEH IIaHeThl. MHOIHE TOIb30BATEIN HE MTOHUMAIOT,
4T0 MH(OPMAIHSI, PA3MEIICHHAS UMH B COL[MAIBHBIX CETSAX, MOXKET ObITh Hai/IcHAa U KCIOJIB30BAHA KEM YTOJHO, B TOM HYHCIC HE
00513aTeNBHO ¢ OJJTaTMMK HAMEPEHUSIMU.

OCHOBHBIE COBETHI IT0 0€30IaCHOCTH B COITMATBHBIX CETSX:

1. OrpaHuds CIUCOK Npy3ei. Y TeOs B py3bsiX HE JODKHO OBITH CIyYaiHBIX U HE3HAKOMBIX JTIOICH;

2. 3Bammmai CBOIO YacTHYIO XH3Hb. He ykas3pIBail mapomu, Telae(OHBI, aapeca, MaTy TBOETO POKACHUS U IPYTYIO JHYHYIO
HHPOPMAIHIO. 3IOYMBIIUIEHHHKA MOTYT HCIONB30BaTh JIa)ke HH()OPMAIIUIO O TOM, KaK ThI M TBOH POAUTEIH IUIAHHPYETE MPOBECTH

KaHUKYJIbI;



3. 3ammmai CBOK PEImyTaIuIo - JepPXKH e¢ B YHCTOTE M 33aJaBail cebe BOMPOC: XOTEN OBl ThI, YTOOBI JPYrHe MONb30BATEIH BUACIH,
91O THI 3arpykaems? [Togymaii, mpexae 4eM 4To-TO OIyOJIMKOBATh, HAMUCATH U 3aTPY3HUTh;

4. Ecnu THI TOBOPHIIB C JIFOJBMH, KOTOPBIX HE 3HACIh, HE MCIOIB3YH CBOE peajbHOEC UMS M OPYIYIO JIMYHYI0 WH(GOPMAIHH: UMS,
MECTO YKHUTEIBCTBA, MECTO YUEObI U TPOYEE;

5. Usberait pasmemenus (ororpaduit B UHTEepHETE, TIe ThI M300pakeH HA MECTHOCTH, MO KOTOPOH MOXKHO OIpPEACIHUTH TBOE
MECTOIIOJIOKEHHE;

6. [Ipu perucTpalyy B COIMAIbHON CETH HEOOXOIMMO HUCIIONB30BaTh CIOXKHBIC TAPOITH, COCTOSIINE U3 OYKB M UG U C KOTHYECTBOM
3HAKOB HE MEHee §;

7. Jlns conmanbHOW CETH, TOYTHl M JAPYTHX CAMTOB HEOOXOMMMO HCIONB30BaTh Pa3HbIe Mapoid. Torga eciu TeOs B3JIOMAIOT, TO

3JI0YMBIIUIEHHUKH TOJTy4aT JOCTYI TOJIBKO K OJHOMY MECTY, a He BO BCE Cpa3y.

JJIeKTPOHHBbIE JeHbI'U

OJEeKTPOHHBIE JICHBIH - 3TO OYECHb yAOOHBIM CIIOCO0 IIaTexel, OJHAKO CYIIECCTBYIOT MOLICHHUKH, KOTOPHIE XOTST MOJYYHUTh 3TU
JIEHBTH.

SHBKTPOHHBIB JCHBI'U MOSIBUJIMCh COBCEM HCOABHO U MMCHHO H3-3a 3TOI'0O BO MHOT'UX roCyaapCTBax A0 CHUX IIOP HE MPOIIUCAHO IIPO
HUX B 3aKOHAaX.

B Poccun sxe oHU (YHKITMOHHUPYIOT M O HUX yXe MPOMKCAHO B 3aKOHE, TIIe X Pa3JelsioT Ha HECKOJBKO BHJIOB - AHOHUMHEBIE U HE
aHOHMMHBIE. Pa3HHIIa B TOM, YTO QHOHMMHBIE - 3TO T€, B KOTOPBIX pa3pellaeTcs MPOBOAWUTH Omepanuu 0e3 HICHTU(UKAIUN
TIOJIB30BAaTCIIsA, 4 B HCAHOHUMHBIX I/I}IGHTI/I(I)I/IKEIHI/IH IIOJB30BATEIIS SIBIISIETCS 00A3aTEIHHOIA.

Taxoke crenyer pa3nndaTh 3JIEKTPOHHBIC (HAaTHBIC AEHBIH (PaBHBI TOCYJAPCTBEHHBIM BAMIOTaM) U AJIEKTPOHHBIC He(pHaTHBIE TCHBIH
(HE paBHBI TOCYITAPCTBEHHBIM BaJOTAM).

OCHOBHEIE COBETHI 110 0€30macHoi paboTe ¢ HIEeKTPOHHBIMU ICHbIaAMH:

1. [TpuBsDKU K c4eTy MOOUIBHBIN TenedoH. ITO caMblil yIOOHBIH 1 OBICTPBIH CITOCOO BOCCTAHOBUTH NOCTYI K cdeTy. [IpUBsS3aHHBIM
TenedoH MoOMOXKeT, eclii 3a0yIelIb CBOK IJIATS)KHBIN MApOJIb WITH 3alJIeIIh Ha CAUT C HE3HAKOMOT'O YCTPOKCTBA;

2. Wcnone3yit ogHOpa3oBbie aponu. [lociie mepexoia Ha yCHICHHYIO aBTOPH3AIHIO TeOe yxKe He OyAeT yrpoxkKaTh ONaCHOCTb KPaXKh
WM TIEPEXBAaTa IIATEKHOTO ITapOJIs;

3. Beibepu citoxxHBIH mapoib. [IpecTynmHukam OyaeT He IpocTo yraaaTh CIOXKHBIN mapoib. HagexHble mapoid - 3TO mapoiiv, KOTOphIe
coIepkaT He MEHee 8§ 3HaKOB M BKJIIOYAIOT B ce0s CTPOYHBIC W MPOMKCHBIE OYKBBI, HU(PHI M HECKOJIBKO CHMBOJIOB, TaKHe KaK 3HAK
noiiapa, GyHTa, BOCKIHIATSIbHbIN 3HaK u T.11. Hammpumep, $tROng!;;

4. He BBOIM CBOM TMYHBIE JAHHBIE HA CAWTaX, KOTOPHIM HE JOBEPSICIIIb.

JJIeKTPOHHAS MMOYTA

DNEeKTpOHHAS TI0YTa - TO TEXHOJOTHS M MPEAOCTABIIIEMBIC €0 YCIYTH IO MEPEChIIKE W TOIYYCHHIO DIICKTPOHHBIX COOOIICHHUMH,
KOTOPBIE PACHPENENAIOTCS B KOMIBIOTEpHOH ceTH. OOBIYHO BIICKTPOHHBIA IMOYTOBBIM SIIMK BBIDISIUT CICAYIOIIAM O0pa3oM:
WMs_TTOJIb30BATENA(@UMS_JToMeHa. Takxke KpoMe TiepeIadr IPOCTOro TEKCTa, MMEETCS BO3MOXXHOCTh IepeIaBaTh (harlbl.

OCHOBHEIE COBETHI IT0 0€30ITacHOH padoTe ¢ MEKTPOHHOH ITOYTOMH:

1. Hamo BBIOpaTh MpaBWIIBHBINA MTOYTOBEIN CEpBUC. B MHTEpHETE eCTh OrpOMHBIN BHIOOP OCCIUIATHBIX TMOYTOBBIX CEPBHCOB, OTHAKO
JTydIie TOBEPSITh TEM, KOTO 3HAEIIh M KTO MEPBBIA B PEHTHHTE;

2. He yka3piBail B JIMYHOW ITOYTE JIMYHYIO WH(popMaruoo. Hampumep, iydmie BeIOpaTh "My3bIKANBHBIN (haHaT@" wim "pox2013"
BmecTo "Temal3";

3. Ucnonp3yii AByXATAaTHYIO aBTOPU3AINI0. DTO KOTAa IIOMUMO TapoJisi HYy>KHO BBOAUTH KOJI, IPUCHLIAEMBIN 10 SMS;

4. BeiOepu CIIOXKHBIN Mapoib. JIJis KaKI0ro MOYTOBOrO SAIHKA JTOJKEH OBITh CBOM HAJC)KHBIN, YCTONYMBBIN K B3JIOMY MapoJib;

5. Eciu ecTh BOBMOXKHOCTb HAIllUCATh caMoMy CBOM JIMYHBIN BOIIPOC, I/ICHOJ'II:3y171 9Ty BO3MOXXHOCTb;



6. Vcnonb3yll HECKONBKO MOYTOBBIX SINUKOB. [IepBbI AN 4acTHON MEpemucKu C aapecaTaMu, KOTOPBIM Thl JOBEpsellb. OTO
3JIEKTPOHHBIN aJ{pec He HaJ0 UCIOIb30BATh IIPH PErUCTpaliy Ha (OopyMax U caiTax;

7. He otkpbIBail (ailniel U Apyrue BIOXKEHHs] B NMUCbMAaX, JaXke €CIU OHU INPUIUIM OT TBOUX Apy3ei. Jlyuiie yTouHH y HUX,
OTIIPABIISUIM JIM OHU TeOe 3TH (haiIibl;

8. ITocne okoHuUaHMs PabOTHI HA IIOYTOBOM CEPBUCE MEPE] 3aKPITHEM BKIAJKH ¢ CAUTOM He 3a0y/1b HaxaTh Ha "BeiTH".

KnoepOy /uIMHI WM BUPTYyaJibHOE U31€BATEIbLCTBO

KubepOymauHr - npecnegoBaHue COOOIIEHUSIMH, COACPKAILIMMU OCKOPOJICHNUS], aTrPECCHI0, 3aIlyTHBaHUE; XYJIUTAaHCTBO; COLMATIBHOE
00MKOTHPOBAHHE C TOMOLIBIO PA3TUUYHBIX HHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 110 0OpLOE ¢ KHOSPOYIIITMHIOM:

1. He Gpocaiics B 60#. JIydmmii crioco0: MOCOBETOBATHCS Kak ceOs BECTH U, €CIIM HET TOr0, K KOMY MOXXHO OOpaTHTHCS, TO BHayYaje
YCHOKOHUTHCS. ECIM ThI HAUHENIh 0TBEYATh OCKOPOJICHUSMHU Ha OCKOPOJIEHHS, TO TOJBKO €I[e OOMIbIIE Pa30XiKellb KOH(MIIHUKT;

2. YrpaBisii cBoel kubeppemyTarueii;

3. AHOHMMHOCTb B CETH MHHMMAS. CyHIeCTByIOT CITOCOOBI BBISICHUTD, KTO CTOMT 3a aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJIUTaHCKUN 00pa3 BUPTYaJIbHOM >KM3HU. IHTEpHET (UKCUPYET BCE TBOM JCHCTBUS M COXPAHSET UX. Y IaNIUTh UX
OyzeT KpaifHe 3aTpyTHUTEIBHO;

5. Cobroiaii CBOXO BUPTYAIIbHYIO YECTh CMOJIOAY;

6. UrHopupyit emuHu4HBI HeraTwB. OIHOpa30BBIE OCKOPOMTENBHBIE COOOIIEHMS Iydmie HrHopupoBaTh. OOBIYHO arpeccus
MpeKpaIaeTcss Ha Ha4aJbHOW CTauH;

7. Ban arpeccopa. B mporpamMMax oOMeHa MTHOBEHHBIMH COOOIICHHSIMH, B COIIMAILHBIX CETAX €CTh BO3MOXKHOCTH OJIOKMPOBKU
OTHpPaBKU COOOIICHUH C ONPEAEICHHBIX apPECOB;

8. Ecniu TB1 cBUaerens KuOepOysuHTra. TBOM JEHWCTBHUS: BBICTYNUTH MPOTUB IpecenoBaTess, IMOKa3aTh €My, YTO €ro JCHCTBUS
OLICHUBAIOTCSl HETATUBHO, IIOIACPXKATh >XEPTIBY, KOTOPOH HYy)KHA IICHXOJIOTHMYECKas IOMOIIb, COOOMINTH B3pOCIBIM O (hakTe

arp€CCUBHOI'O ITOBEACHUA B CETH.

MobOunabHbI TeJ1IeoH

CoBpeMeHHBIE cCMapT(OHBI U IUIAHIIETHI COIEPKaT B ce0e BIOIHE B3POCIHBIA (hYHKIMOHAT, M TeIeph OHH MOT'YT KOHKYPHUPOBAThH CO
CTallMOHAPHBIME KOMIBbIOTepaMu. OIHAKO, CPEACTB 3aIIUTHI UL MOZOOHBIX YCTPOMCTB MMOKAa OYCHb Majo. TecTHpoBaHHWE W IOHCK
VSI3BIMOCTEH B HUX IIPOMCXOAUT HE TaK HHTEHCUBHO, Kak s [1K, To e camoe kacaeTcsi 1 MOOMIBHBIX IIPHIIOKESHHH.

CoBpeMeHHBIE MOOMIIBHEIE Opay3ephl yKe MPAaKTHUECKH JOTHAIHM HACTONBHBIC aHAIOTH, OJHAKO PAaCIIMpeHHe (DYHKIHNOHANA BIICYET
3a 000 OONBINYIO CIIOKHOCTh K MEHBIITYIO 3aIUIIICHHOCTD.

Jlamexo HE BCe MPOU3BOAUTENH BEIITYCKAIOT OOHOBIICHHSI, 3aKPHIBAIONINE KPUTHIECKUE YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JUIsI 0€30IIaCHOCTH MOOMIIBHOTO TelreoHa:

Hudero He sBisteTcst mo-HacTosmmeMy OecIniaTHBIM. byns ocTOposkeH, Beoh kKorma Tebe MmpeaaraloT OeCIUIaTHBIA KOHTEHT, B HEM
MOT'YT OBITh CKPBITHI KaKHE-TO IDIaTHBIC YCIYTH;

Hymaii, mpexnae uem otrpaButh SMS, ¢oto mwmu Bumeo. Tl TOYHO 3HACIIB, T OHU OyAYyT B KOHEYHOM UTOTE?

Heo6xomuMo 0OHOBIIATE ONMEPAMOHHYIO CHCTEMY TBOETO CMapT(hoHa;

Wcnone3yit aHTHBHPYCHBIE TPOTPAMMBI TSI MOOHIIBHBIX TEIES()OHOB;

He 3arpy»aii mpruiIoKeHHsT OT HEU3BECTHOT'O UCTOYHUKA, BEIb OHU MOTYT CONEPIKaTh BPEIOHOCHOE IPOrPaMMHOE 00ECIICUCHUE;
[Tocite TOro Kak THI BRIAACIIB C CaiTa, TI¢ BBOAWI THIHYIO HH(POPMAIIHIO, 3ai/11 B HACTPOHKHU Opay3epa u yxanu cookies;
[Neproanvecku mpoBepsiii, KaKKe IIATHBIC YCIYTH aKTHBUPOBAHBI HA TBOEM HOMEPE;

JaBaii cBOI HOMEp MOOMIBHOTO Tele(OHa TOIBKO JTFOIIM, KOTOPBIX ThI 3HACITH U KOMY JIOBEPSICIIb;

Bluetooth JOJIKCH OBITH BBIKJIFOYCH, KOI'/Ia Thl UM HE MTOJIb3YyCIIbCA. He 3a0p1Bait HHOTraa MpoBEPATH 3TO.



Online urpsi

CoBpeMeHHbIE OHJIAMH-UIPBl - 3TO KPacOUHBIE, 3aXBATHIBAIOLINE pPa3BICUEHUs, OObEAUHSIOIINE COTHH THICSY YEIOBEK MO BCEMY
MUpY. Yrpoku uccnenyoT TaHHBIH UM MHp, OOLIAIOTCS APYT ¢ APYTOM, BBHIIOJIHSIOT 33aHAs, CPAXKAIOTCA C MOHCTPAaMH H IOITY4aroT
OIIBIT. 32 YZIOBOJIbCTBHE OHU IUIATST: TIOKYIIAIOT JUCK, OIUIAYHBAIOT a00OHEMEHT HJIM IPUOOPETAFOT KaKHe-TO OIIIHH.

Bce sTu cpencTBa MAyT Ha MONAEpKAHME M pPa3BUTHE HIPbl, a TaKkKe HA caMy OE30MAaCHOCTb: COBEPIICHCTBYIOTCSI CHUCTEMBI
aBTOPH3AIMH, BBIITYCKAIOTCS HOBBIE AT (I()POBBIE 3aIUTATKH ISl HPOrPaMM), 3aKPEIBAIOTCS YS3BHMOCTH CEPBEPOB.

B nmogo6HBIX UTpax CTOUT ONacaThes HE CTONBKO CBOMX COINEPHHUKOB, CKOJIBKO KPa)ki TBOETO Mapojisi, Ha KOTOPOM OCHOBaHA CHUCTEMa
aBTOpPHU3AIMY OOJIBIINHCTBA UIP.

OCHOBHBIE COBETHI 110 OE30IaCHOCTH TBOETO UTPOBOTO aKKAyHTA:

1. Ecnu apyroii UTpok BeAeT ceOsl I0X0 WK CO3aeT Tebe HeMPUIATHOCTH, 3a0I0KUPYH €ro B CIIUCKE UTPOKOB;

2. Ioxamyiics aqMUHHCTpPATOpPaM UTPhbl HA IUIOXOE MOBEAEHHE 3TOTO UTPOKA, JKENATEeIbHO NMPUIOKUTh KaKHe-TO JI0Ka3aTeNbCTBA B
BUJIC CKPHHOB;

3. He yka3piBaii Tn4HyI0 HH(pOpMAaNUIo B Ipodaiiie Urpsl;

4. VBaxkail IpyTUX yYaCTHHKOB IO UIPE;

5. He ycranapnuBaii HeouiinanbHbIe MATIN U MOJIBI;

6. Mcrionb3y# CI0KHBIE U pa3Hble IapOiIy;

7. Jlaxke BO BpeMs UT'PbI HE CTOUT OTKJIIOYaTh aHTUBUPYC. [Toka Tl Urpaelib, TBOMH KOMIIBIOTEP MOI'YT 3apa3UTh.

@OUINMHT 1IN Kpaika JIMYHbIX JaHHbIX

OOBIYHON Kpaskell HOeHer H JOKYMEHTOB CETOAHS YK€ HHKOrO HE YAWBUIIG, HO C pa3BUTHEM HHTEPHET-TEXHOJIOTHU
3IIOYMBINUICHHUKY ITEPEMECTHITUCh B HHTEPHET, U TIPOIOJDKAIOT 3aHUMAThCS "'MTFOOUMBIM" JIETIOM.

Tak mosiBHJIAaCh HOBas yrpo3a: HHTCPHET-MOIIEHHWYECTBA WM (DHUINMHT, TIJIABHAS I[€b KOTOPOTO COCTOMT B IIONYyYCHHH
KOH(UACHIIMALHBIX JaHHBIX IOJIb30BATENICH - JIOTHHOB W Taposiei. Ha aHrmmiickom si3bike phishing unrtaercs kak ¢ummHT (OT
fishing - pei6Hast j0BIIs1, password - maposns).

OCHOBHBIE COBETHI IO OOPHOE ¢ (PUITUHTOM:

1. Crrenn 3a cBOMM akkayHTOM. Ecim TBI mogo3peBaemib, YTO TBOS aHKETa ObUIa B3JIOMaHa, TO HEOOXOIMMO 3a0JOKHpPOBATH €€ U
COOOIINTH aIMUHICTPATOPaM pecypca 00 3TOM Kak MOXKHO CKOpee;

2. Ucnonp3yii 6e3onacHbIe BeO-CalThI, B TOM YHCIIC, MHTEPHET-Mara3uHOB M TOUCKOBBIX CHCTEM;

3. Mcnone3yii CIIOKHBIE U pa3HbIe Tapond. TakuM 00pa3oM, ecid TeOs B3JIOMAOT, TO 3IOYMBIIUICHHUKH MOTYyYaT JOCTYII TONBKO K
OHOMY TBOEMY IPOQIIIIO B CETH, a HE KO BCEM;

4. Ecm Te0s1 B3IIOMAIH, TO HEOOXOOMMO MPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE JOOABIICHBI ¥ TeOS B IPY3bsIX, O TOM, UTO
TeOs1 B3JIOMAaJIH U, BO3MOKHO, OT TBOETO UIMEHH OyJIEeT pacChUIaThCs CIIaM W CCHUTKH Ha (DHITHHTOBEBIE CAITHI;

5. YcranoBu HajexkHbIN apoib (PIN) Ha MOOMIBHBIN TenedoH;

6. OTKIII0YM COXpaHEHHE MMapois B Opaysepe;

7. He orkppiBaii ¢ailiel U Ipyrue BIOXKEHHS B MUChbMAax, JaXe €CIM OHW MPHIILIM OT TBOUX JApy3el. Jlydmie yTOYHM y HHX,

OTIIPABJISIN JIX OHU TeOe 3TH (DaiJIbl.

udposas penyranus

[udposass pemyranms - 3TO HEraTHBHAs WM MO3WTHUBHAs WHQpopMamus B cetd o Tebe. Kommpomermpyromas wHGpOpMAIus,
pa3MelIeHHas B MHTEPHETE, MOXET Cephe3HBIM 00pa3oM OTpa3UThCs Ha TBOEH peanbHoH km3HU. "LludpoBas pemyramus’ - 5TO TBOH
UMUK, KOTOPBIA opMHpYeTCst u3 HHPOPMAIHH 0 TeOe B MHTEPHETE.

TBoe wmecto JKHUTCIbCTBA, y‘-Ie6BI, TBOC (bl/IHaHCOBOC IIOJIOKCHUCEC, 0COOEHHOCTH XapakTepa MU pacCkasbl O OJIM3KUX - BCE 3TO

HaKaIlInBacTCsA B CCTH.



MHorue MmoIpOCTKU JIETKOMBICICHHO OTHOCSATCS K IMyOJNMKAalMHM JHYHOW WH(popMarmu B VHTepHETE, HE MOHMMAsh BO3MOXKHBIX
nmocieacTBUi. Thl ake HE CMOXENIb JOramaThCs O TOM, 4TO (oTorpadws, pa3MelieHHas 5 JeT Ha3all, CTajla MPUYMHOW OTKasa
MPUHATH TeOs Ha padoTy.

KomMmenTtapuu, pazmenieHne TBOuX GoTorpaduii U Apyrue NSHCTBUS MOTYT HE HCUE3HYTH Ja)Ke MOCIe TOr0, KaK Thl MX YIaIHIIb. ThI
HE 3Haellb, KTO COXPAaHWJI 3Ty HH(GOPMAIMIO, MOMaja JH OHA B MOWCKOBBIC CHUCTEMBI W COXPAHHIACH JIH OHA, a TJIABHOE: 4TO
MOJYMAIOT 0 TeOe OKPYIKAIOIIHE JIFOIM, KOTOPBIC HAWIYT U YBUIAT 3T0. HaiiTi HH(OpMAaIHIO MHOTO JIET CITyCTsI CMOXKET JIF000MH - Kak
13 JOOPBIX MOOYKIEHHH, TaK U C HAMEPEHUEM IIPUYHHUTH Bpea. ITO MOKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI 110 3a1IuTe HU(POBOK penyTalyu:

1. [Togymaii, mpexkae 4eM 4To-TO MyOJIMKOBATh U MepeaaBaTh y ce0si B OJiore Wiv B COLUAIbHON CETH;

2. B Hacrpoiikax mpoduiisi yCTaHOBH OTpaHUYEHHs Ha MPOCMOTP TBOETO MPOPMIIA M €ro COAepKUMOTro, CAelail ero TOIbKOo "mis
npy3eit";

3. He pa3memaii u He yka3piBail HH(pOpMAIHIO, KOTOPast MOXKET KOr0-JIH00 OCKOPOISATh U OOUKATh.

ABTOpCKOE IPaBo

CoBpeMeHHBIE IIKONBHUKHU - aKTUBHBIE MOJIB30BATENH LM POBOro mpocTpaHcTBa. OJHAKO JajeKo HE BCE 3HAIOT, YTO IOJIb30BAHUE
MHOTHMH BO3MO)KHOCTSIMH ITU(POBOr0 MUpa TPeOyeT COOII0AEHHS IPaB Ha HHTEIUIEKTYaIbHYI0 COOCTBEHHOCTD.

TepMuH "MHTEIUIEKTyanbHasi COOCTBEHHOCTH' OTHOCHTCS K pPAas3IHYHBIM TBOPEHHUSM YEIOBEUECKOTO yMa, HAauyMHAs C HOBBIX
HM300peTeHnit M 3HAKOB, O0O3HAUYAIOMMX COOCTBEHHOCTh HA MPOAYKTHl W YCIYTM, W 3aKaHUMBas KHHUramy, ¢oTtorpadusmu,
KHHO(MUIbMaMH ¥ MY3BIKAIbHBIMH [TPOU3BEICHUSMH.

ABTOpCKHE TIpaBa - 3TO IPaBa Ha HHTEIUIEKTYaIbHYI0 COOCTBEHHOCTh Ha NMPOM3BEACHUS HAYKH, TUTEPATyphl U UCKYCCTBA. ABTOPCKHE
IpaBa BBICTYNAIOT B Ka4eCTBE TapaHTUH TOTO, YTO MHTEIUIEKTYaJbHBINH/TBOPUECKUI TPyA aBTOpa HE OyIeT HalpacHBIM, JACT €My
CIIpPaBENIMBEIE BO3MOXKHOCTH 3apabOTaTh Ha pe3ynbTaTaX CBOETO TPyAad, NMOIYYHUTh H3BECTHOCTh M mpu3HaHume. Huxro 6e3
paspellieHns aBTOpa HE MOXET BOCIPOU3BOAUTH €r0 IPOU3BENCHHE, PACHPOCTPAHATH, IyOIMYHO IEMOHCTPHPOBATH, NPOABATH,
HUMIIOPTUPOBATh, IyCKaTh B IPOKAT, ITyONNYHO HCIOIHSATH, TOKa3bIBATh/HCIIONHAT B 3(Hpe UK pa3MelnaTth B IHTepHETE.
Hcnonp3oBanre "mupaTckoro” MpOrpaMMHOrO OOECIeUeHHsT MOKET MPUBECTH K MHOTHM PHCKaM: OT HOTEPU JAaHHBIX K TBOHM
aKKayHTaM [0 OJOKMPOBKH TBOErO YCTPOMCTBA, I/le YCTaHOBIEHa HeJlerajgbHas mporpamMma. He cromt Taioke 3a0bIBaTh, 4TO

CYIIECTBYIOT JIETaJbHBIE U OECILIaTHBIE IIPOrPAMMEI, KOTOPEIE MOXKHO HalTH B CETH.

O nopraJe

CereBHYOK.pd - TBOW TTABHBIA COBETYHK B CETH. 3MI€Ch THI MOXKEIIb y3HATh O OC30MaCHOCTH B CETH IMOHSATHBIM H JOCTYITHBIM
SI3BIKOM, a IPA BOSHUKHOBEHUH KPHUTHYIECKON CHTYyaIlMH OOpaTHTHCS 32 COBETOM. A TakKe MPUHSATH ydacTHe B KOHKypcax U CTaTh

CaMBIM (P POBBIM TPaKIAHIHOM !



